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Who am I ?

I am Somasish Sahoo
Web 2.0 Developer
4th year CSE , NMIET



What is Steganography ?
Steganography is the practice of hiding private 

or sensitive information within something that 
appears to be nothing out of the usual. 

Steganography in the modern day sense of the 
word usually refers to information or a file that 
has been concealed inside a digital Picture, 
Video or Audio file.



History of Steganography
During World War 
Invisible ink was used to write information on 

pieces of paper so that the paper appeared to the 
average person as just being blank pieces of paper. 
Liquids such as urine, milk, vinegar and fruit juices 
were used, because when each one of these 
substances are heated they darken and become 
visible to the human eye.

In Ancient Greece they used to select messengers 
and shave their head, they would then write a 
message on their head. Once the message had 
been written the hair was allowed to grow back. 
After the hair grew back the messenger was sent to 
deliver the message, the recipient would shave off 
the messengers hair to see the secret message.



Scenario
USA Today
Once the exclusive domain of the National 

Security Agency, the super-secret U.S. agency 
responsible for developing and cracking 
electronic codes, encryption has become the 
everyday tool of Muslim extremists in 
Afghanistan, Albania, Britain, Kashmir, Kosovo, 
the Philippines, Syria, the USA, the West Bank 
and Gaza and Yemen, U.S. officials say.

http://www.usatoday.com/tech/news/2001-02-05-
binladen.htm



Scenario



Scenario
Its was used in 9/11 WTC Attack in 2001.
For Communication Terrorist use Pictures Mail 

of few celebrities.  
For about 6-7 months no security professional 

have any idea what these pictures mail are.
Steganography is dangerous because it does 

not gives any hints whether any modification 
has been done with the images or audio files 

Nowadays its a potential tool for Hackers and 
security professional.



How it is different from 
Cryptography ?
Steganography involves hiding 

information so it appears that no 
information is hidden at all.

It fools Human Senses
It may or may not use encryption



Steganography terms
Carrier File –  A file which has hidden 

information inside of it.
Stego-Medium–  The medium in which the 

information is hidden.
Payload – The information which is the be 

concealed.
Redundant Bits – Pieces of information inside 

a file which can be overwritten or altered with 
outdamaging the file.

Steganalysis – The process of detecting 
hidden information inside of a file.



Types of Steganography
Steganography In Images

Steganography In Audio

Steganography In Video

Steganography In Documents



Steganography In When hiding information inside images the LSB 
(Least Significant Byte) method is usually used. 
To a computer an image file is simply a file that 
shows different colors and intensities of light on 
different areas of an image. 

The best type of image file to hide information 
inside of is a 24 Bit BMP (Bitmap) image. The 
reason being is this is the largest type of file 
and it normally is of the highest quality. When 
an image is of high quality and resolution it is a 
lot easier to hide and mask information inside 
of. 



 
Steganography In AudioLow bit encoding method is used to hide 

information inside audio files which is some what 
similar to LSB that is generally used in Images.

The problem with low bit encoding is that it is 
usually noticeable to the human ear, so it is a 
rather risky method for someone to use if they are 
trying to mask information inside of an audio file. 

Spread Spectrum is another method used to 
conceal information inside of an audio file. This 
method works by adding random noises to the 
signal the information is conceal inside a carrier 
and spread across the frequency spectrum.



Steganography In Audio
Echo Data Hiding is yet another method of 

hiding information inside an audio file.
This method uses the echoes in sound files in 

order to try and hide information.
By simply adding extra sound to an echo inside 

an audio file, information can be concealed. 
The thing that makes this method of concealing 
information inside of audio files better than 
other methods is that it can actually improve 
the sound of the audio inside an audio file.

Tools :- mp3stego



 Steganography in Videos is similar to that of 
Steganography in Images, apart from 
information is hidden in each frame of video. 
When only a small amount of information is 
hidden inside of video it generally isn’t 
noticeable at all, however the more information 
that is hidden the more noticeable it will 
become.

Tools :- msu stegovideo



 
Steganography In 
The use of Steganography in documents works 

by simply adding white space and tabs to the 
ends of the lines of a document. This type of 
Steganography is extremely effective, because 
the use white space and tabs is not visible to 
the human eye at all, at least in most 
text/document editors.

Tools :- wbstego



Advantages of 
Steganography
Securely storing sensitive data, such as hiding 

system passwords or keys within other files.
Difficult to detect.
Network surveillance and monitoring systems 

will not flag messages or files that contain 
Steganography data.

Safe Emails



Live Demo
Secure Mail
Demos on Data hiding inside a 

image 
Demos on how data injection 

does not affect the image.



Q n A Q n A 
Session !Session !?
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