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Abstract: Smart phones are becoming ubiquitous as their adoption increases due to the 
convergence of value-added services in them. One of the technologies which will enhance this 
convergence is Near Field Communication (NFC). The promise and allure of NFC in phones are 
to not just make the wallet leaner and the key chain lighter, but to make the experience of using a 
phone more enriching and to enable use cases currently not possible. The present paper reviews 
the NFC technology and its applications in different modes. It reviews the associated risks and 
challenges and concludes by giving directions for future research. 
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Introduction 

Near Field Communication (NFC)-enabled mobile phones and services are starting to appear in 
the field. According to market research1, 30% of all sold mobile phones in 2011 will be NFC-
enabled. Also, NFC services heavily rely on the mobile phone network, therefore mobile phone 
service providers are pushing NFC-enabled phones since these represent an additional source of 
revenue. 

With NFC, our mobile essentially becomes our magic wand [23]. The basic “wand” premise is 
that it indicates intent. It’s a technology that holds much more potential than previous attempts 
similar to barcodes and bluetooth-based connectivity for mobile engagement.  It depends on the 
rate of technology integration and how receptive consumers are to the concept, but either way, 
Near Field Communication is a buzz word we will be hearing for a long time. 

The NFC Technology 

Near Field Communication or NFC, is a short-range high frequency wireless communication 
technology which enables the exchange of data between devices over about a 10 centimeter 
(around 4 inches) distance. The technology is a simple extension of the ISO/IEC 14443 
proximity-card standard that combines the interface of a smartcard and a reader into a single 
device. It is based on RFID technology that uses magnetic field induction to enable 
communication between electronic devices in close proximity. It provides a seamless medium for 
the identification protocols that validate secure data transfer. This enables users to perform 
intuitive, safe, contactless transactions, access digital content and connect electronic devices 
simply by touching or bringing devices into close proximity [26].  

                                                 
1 http://www.abiresearch.com/abiprdisplay.jsp?pressid=719 
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Specifications: 

NFC operates within the globally available and unlicensed radio frequency ISM band of 13.56 
MHz. Most of the RF energy is concentrated in the allowed 14 kHz bandwidth range, but the full 
spectral envelope may be as wide as 1.8 MHz when using the ASK modulation. The supported 
data rates: 106, 212, 424 or 848 kbit/s. 

There are two communication modes in which NFC operates:  

Passive Communication Mode: The Initiator device provides a carrier field and the target device 
answers by modulating the existing field. In this mode, the Target device may draw its operating 
power from the Initiator-provided electromagnetic field, thus making the Target device a 
transponder. 

Active Communication Mode: Both Initiator and Target device communicate by alternately 
generating their own fields. In this mode, both devices typically need to have a power supply. 

Standards 

NFC was approved as an ISO/IEC standard on December 8, 2003 and later as an ECMA standard 
[2].NFC is an open platform technology standardized in ECMA-340 [2] and ISO/IEC 18092. 
NFC incorporates a variety of existing standards including ISO/IEC 14443 both Type A (normal) 
and Type B (banking/short range), and FeliCa. NFC enabled phones work basically, at least, with 
existing readers. Especially in "card emulation mode" a NFC device should transmit, at a 
minimum, a unique ID number to an existing reader. 

NFC Forum  

The NFC Forum [1] is a non-profit industry association announced on March 18, 2004 by NXP 
Semiconductors, Sony and Nokia to advance the use of NFC short-range wireless interaction in 
consumer electronics, mobile devices and PCs. The NFC Forum promotes implementation and 
standardization of NFC technology to ensure interoperability between devices and services.  

In addition, the NFC Forum has defined a common data format called NFC Data Exchange 
Format (NDEF), which can store and transport various kinds of items, ranging from any MIME-
typed object to ultra-short RTD-documents, such as URLs. 

GSMA 

The GSM Association (GSMA) is the global trade association representing 700 mobile phone 
operators across 218 countries of the world. It launched the following initiatives relating to NFC 

• The Mobile NFC initiative: It formulates point of view of mobile operators on the NFC 
ecosystem [24] 

• The Pay buy mobile initiative: It seeks to define a common global approach to using Near 
Field Communications (NFC) technology to link mobile devices with payment and 
contactless systems. 
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StoLPaN 

StoLPaN (‘Store Logistics and Payment with NFC’) is a pan-European consortium supported by 
the European Commission’s Information Society Technologies program. StoLPaN will examine 
the as yet untapped potential for bringing together the new kind of local wireless interface, NFC 
and mobile communication. It aims to research and develop a multi-application environment for 
the remote management of NFC-enabled services [30]. 

NFC Modes of Operation 

The NFC Forum [1] has created specifications for NFC, layered on top of the air protocols, 
delineating three types of operation that map onto the three behaviors of ISO/IEC 18092. These 
are: card emulator; reader/writer and peer-to-peer. In card-emulation mode the data is 
transferred from mobile-device to NFC-Reader; in reader/writer mode data is transferred is from 
NFC tag to mobile device or mobile device to NFC tag; and in peer-to-peer mode data is 
transferred between two NFC compatible devices [25]. 

Applications 

The classification of NFC applications based on NFC operating modes is performed in [25] to 
surface the nature of underlying value-added services and benefits that they provide.  

Card emulation mode: 

After the classification, it was found that the card emulation mode eliminates the need of a 
physical object like credit cards, keys and coupons. In payment applications [9, 10], the usage of 
mobile phone eliminates carrying contactless credit, smart cards, or cash , where the user makes 
payment with mobile phone. In the electronic key application [5], NFC usage eliminated carrying 
physical key and contactless smart key and provided access control. In attendance control [4] 
students must be authenticated to prove attendance to the class and hence provides access control. 
In mobile coupon application [6] and ticketing application [5], card emulation mode is used when 
the user cashes a ticket or mobile coupon. Paper-based tickets and coupons have been eliminated 
here. In [11], in addition to ticketing, users are able to buy foods and drinks with their credits, 
thus eliminating tickets and cash. The commercially available applications such as payment [20, 
21], electronic key [5], and ticketing [22] also use this mode.  

Reader/writer mode: 

Many applications use this mode. In electronic voting application [17], NFC tags were used to 
read the candidates data before voting using NFC mobiles. In [18], URI from NFC tags helped 
download multimedia content to the users’ mobile phones. In [12], NFC mobiles were used by 
elderly people to order meals from homes. In remote grocery shopping application [15], NFC tags 
placed on grocery items helped clients shop from home by touching their mobile devices to them. 
In [13, 14], patients uploaded their medical information using NFC technology from their homes. 
Many applications using reader/writer mode were developed than other modes as there were easy 
to implement use case scenarios that can be developed in it [25]. Increasing power of the mobile 
and its improving internet access has helped make this mode more attractive. In the smart poster 
application [16], smart posters were used to give information to students, staff and faculty. In a 
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social media application [7], users could inform their friends about their current location by 
touching their device to a tag. 

Peer-to-peer mode: 

Peer-to-peer mode is less used when compared to other modes, though it is studied for device 
pairing, networking and file transfer operations. In [7, 8], users can make new friends by touching 
their mobile devices to other users’ devices. Users manually select the option of adding a friend 
and then touch the other person’s device with their own. In [3], bluetooth pairing is achieved 
between the mobile phone and the car’s hands-free equipment. In [19] users exchanged their 
business cards by touching their NFC-enabled mobile phones to each other.  

Security Aspects and Challenges 

Although the communication range of NFC is limited to a few centimeters, NFC alone does not 
ensure secure communications. 

Eavesdropping: 

The RF signal for the wireless data transfer can be picked up with antennas. The distance from 
which an attacker is able to eavesdrop the RF signal, depends on numerous parameters, but is 
typically a small number of meters. Also, eavesdropping is extremely affected by the 
communication mode. A passive device, which does not generate its own RF field, is much 
harder to eavesdrop on than an active device. When a device is sending data in active mode, 
eavesdropping can be done up to a distance of about 10 m, whereas when the sending device is in 
passive mode, this distance is significantly reduced to about 1 m [27]. 

The only real solution to eavesdropping is to establish a secure channel. Applications have to use 
higher-layer cryptographic protocols (e.g., SSL) to establish a secure channel. 

Man-in-the-Middle-Attack 

In the classical Man-in-the-Middle Attack, two parties which want to talk to each other, called 
Alice and Bob, are tricked into a three party conversation by an attacker Eve. It is practically 
impossible to do a Man-in-the-Middle-Attack on an NFC link [27].  

Denial of Service: 

Just touching an NFC device –even with an empty tag – causes a reaction of the device. Even if it 
is only an error message, this is a simply way to occupy the device. Also an attack could be 
implemented by using a sticky paper tag containing a malformed NDEF message and placing it 
on top of an NFC-tag belonging to the service that is to be discredited [29].  

Thus there should be some kind of mechanism controlled by the user to turn on and of the NFC 
reader/write functionality [28]. 
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Phishing:  

Phishing attacks could easily be performed by modifying or replacing tags. This is a simple and 
inexpensive way to mislead the user. Using signatures on tags and transporters would be suitable 
way to overcome this issue [28]. 

Relay attack: 

Because NFC devices usually include ISO/IEC 14443 protocols, the relay attacks described are 
also feasible on NFC. For this attack the adversary has to forward the request of the reader to the 
victim and relay back its answer to the reader in real time, in order to carry out a task pretending 
to be the owner of the victim’s smart card.  

Data modification: 

Data destruction is relatively easy to realize. One possibility to perturb the signal is the usage of 
an RFID jammer. There is no way to prevent such an attack, but if the NFC devices check the RF 
field while they are sending, it is possible to detect it. 

The solution is to let NFC devices check the RF field while sending. This means the sending 
device could continuously check for such an attack and could stop the data transmission when an 
attack is detected [27]. Secure Channel remains the best solution to this kind of attack. 

Security Solutions 

Establishing a secure channel between two NFC devices is clearly the best approach to protect 
against eavesdropping and any kind of data modification attack. This can be done very easily, 
because the NFC link is not susceptible to the Man-in-the-Middle attack. Therefore, well known 
and easy to apply key agreement techniques without authentication can be used to provide a 
standard secure channel. 

For financial transactions that require security, the GSMA NFC Initiative proposes using a trusted 
service manager (TSM) between the service provider and mobile network operator layers [24]. 
These are third party organizations that maintain the security data, meet certain physical storage 
and protection requirements, and act as liaisons between the customer and the service providers. 

Conclusion 

Our study provides an overview of the NFC technology, the currently developed NFC 
applications classified into NFC modes and the security issues related to it.  

From the techno-economic viewpoint, the advantages of NFC over alternative wireless 
communication technologies such as Bluetooth and IrDA are its lower price, lower power 
consumption and better immunity to eavesdropping. NFC can improve the usability of many 
devices by enabling data transfer and the activation of predefined functions by touching them by 
an NFC-enabled mobile terminal or other handheld device. 

This resistance against Man-in-the-Middle attacks makes NFC an ideal method for secure pairing 
of devices [24]. From the current point of view there are some issues regarding security and 
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privacy that could be solved by technical means. But it has to be kept in mind, that the 
standardization is still ongoing. Apart from the security issues, NFC can make use of everyday 
objects as containers of hyperlinks and actions, thus opening up a whole new array of potential 
applications. The limited usability of the phone is a key limitation at the moment, but the 
augmentation of NFC use with feedback using lights, sound and vibration can offer a rich user 
experience. Since future NFC-devices are likely to be more complex, efficient methods have to be 
developed to analyze security issues. 

Research endeavours concerning NFC appear to focus mainly on development of NFC enabled 
services and applications. On the other hand, benefits and underlying values associated with 
different NFC applications’ service is not yet well elaborated. For further research, it could be 
relevant to study the business impacts of NFC. To further evaluate its potential, markets should 
be analyzed in terms of business case opportunities based on demography, regulation, market 
structure, and infrastructure readiness. 
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